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Change XP Security Policy to allow W2K like Workgroup security

How do | enable Windows 2000-like file sharing and security in Windows XP workgroups?
As many network administrators probably know the Microsoft changed the rule how XP system handles the default
Workgroup security.

Now from a default XP installation and only as a member of Workgroup you cannot for instance Map a Network
share to the XP cliert like \\xpclient\c$ always asked for the username/password, and can't connect to the Registry
remotely, keep getting Access Denied. Y ou familiar with this?

Solution 1.

The solution 1 and most used is to make the XP client a member of a domain, when you assign the client to be a
domain member this policy will get Enabled autormetically.

Solution 2.

The solution 2 is to change the correct policy variable from the Local Policy Editor to allow connections to the XP
client from not only as Guest user's. Please follow this step by step introduction below.

1. Go to the command prompt cmd.exe and write Secpol.msc /s this will run the local Policy Editor for the client.

¥ Local Security Settings

5P Security Settings Prlicy | Security satting “
+ i Account Policies 8] Trtersetive logen: Smark card removal behavior M Bction
= (& Local Policies [B]Microsoft network dhent: Digitally sign communications (ahways)  Disabled

+ (2 Audt Poicy [¥]Microsoft network dient: Digitally sign comeunications (F server ... Enabled

| % User Rights ASSIINMEN | (o ecft nshaork client: Send unencrypted passeord bo third-p...  Disabled
51 (5 Public Key Polcies @r—trumﬂ: riebwork server: Amount of idke time required before £... 15 minutes
+1 (L] Software Restriction Poic [Ef]Mcrosoft network server: Digtaly sign commurications (shays)  Disabled
4 8, 1P Securky Polcies on Loca ?mh:ruso& niebwork. server: Digkally sign communications (if chert ... Dissbled
(] Microsoft network server: Disconnect chenks when logon howrs e... Enabled
gﬂm accass: Allow anorymnous SIOMTame branslation Mot Applicabds
ﬂmmk seeess: Do nob aliow snenymous enumerstion of SAM 5., Enabled
ﬂWaﬂcss:DnmtahﬂmwwmdbnofWa... Disabled
’E’{IM&D:HSS: Do ot albow storage of credentials or MET Pas.., Disabled
Eﬂ]mtwnrkﬂass: Let Everyomns permissions apply to anorymous ... Disabled
@Nﬂw&t acoess: Named Pipes thak can be accessed anonymously  COMMAR, COMMNODE, SOLYUERY, SPOOLSS, LLSRPC, EPM. ..

Eﬂmmk scess: Remately sccessible regstry paths SystemCurentContralSet| Controf|Product Options, Syvst. .
ﬂNﬂtﬂut access: Shares that can be accessed anonymaushy COMCFG,DFSS

F Metwork acoass: Sharing and security model For local accounts Guest anly - local users authenticate as Guest
gﬂmﬂwatmuty: Do mokt store LAN Manager hash walue on next,..  Disabled

ﬂumk security: Force logoff when lagon hours expire LCizabled

EW security: LAN Manager suthenticstion level Send LM & NTLM responses

’E{IMH{WH: LOWP client signing reguirsments Negotiate signing

Eﬂ]mtwnrksﬁwty: Mindmum sersshon security for NTLM 55P based ... No miniemum
ﬂmtwmt security: Minimum session security For NTLM S5P based ... Mo minienum
[ recovery eonsole: Allow sutomatic administrative logon Disabled
[R]Recavery console: Allv Foppy copy and access to al drives an...  Disabled
t}'ﬂsrm:m;mmmhsmmmhmmmm Enabded

i8] Shundown: Clear virtual memory pagefile Disabled
[&8]5ysmem eryptography: L FIPS compliant sigerthine For encrypt,.. Dissbled
EEW cbjects: Default owner for objects created by members .., Object creator
’i’{lﬁ‘fm objects; Require case insensitivity For none‘Windows sub.,..  Enabled
iﬁ'g']ﬁﬁhm ohjects: Strengthen defauk parmissions of intarnal syste... Enablad
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2. Locate the Security Settings from the left panel.

3. Double click on Network access: Sharing and security model for local accounts policy variable and select
Classic - local users authenticate as themselves from the combobox.

Network access: Sharing and security model for, local... |E”E|

Local Security Setting |

.8 Mebtwark access: Sharing and security madel far local accounts

igﬁ::

| Clazzic - local uzers authenticate az themselves

[ ] ] [ Cancel ] [ Apply ]

4. Click OK button to close the dialog, and close the local Policy Editor as well.
5. Reboot the system for the change to take effect.

This changes must be done from the Administrator user or user that has administrator rights from the logon
to the XP client.

Now you have share permissions and file security on NTFS volumes, on FAT volumes, the Security menu will
remain unavailable.

Now you should be able to connect successfully to the XP client from your user logon and from the client you wish
to connect from if the username and password match together. You must add the username to the Administrator
group to gain full access.
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