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Configuring COM Security after applying SP2 for XP

As most of the EMCO products uses DCOM which requires a number of security configuration properties:
authertication level, access permissions, launch permissions, and configuration permissions. If you are using
Windows XP Professional with Service Pack 2 installed on your machines; you are required to configure your
machines such that EMCO products are able to use DCOM.

This tutorial will guide you on configuring COM Security Settings on machine having Win XP Pro with SP2.
To configure COM Security Settings:

To configure COM Security Settings on machine having Win XP Pro with SP2 perform the following:
1. Goto Run under Start menu shown on your desktop.
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2. A Run dialog box will appear on the screen.

- Type the name of a program, Folder, docurment, or
e Internet resource, and Windows will open it For wou,

Qpen: | vl

K [ Cancel H Browse, ., ]

3. Typein DCOM CNFG.EXE the Open textbox.

4. Click OK button.

PX

= Type the name of a pragram, Folder, document, ar
= Internet resource, and Windows will open it For waou,

Open: | DCOMCNFG.EXE v |

[ (o] 4 ][ Cancel ][ Browse, ., ]
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Thiswill launch Component Services window on your screen.
6. Expand the Component Services node.

7. Expand the Computers node.
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+ Servicas (Local)
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8. Right click My Computer node; a popup menu will appear on the screen.
9. Click Properties menu item on popup menu.

+ Component Services

=181 %]
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”_lgmm My Computer 4 object(s)
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Refresh all cormpanents

Wiew ]
Hew \Windcew From Here

Froperines

fopens property sheet for the current selection.
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10. My Computer Properties diglog box will appear on the screen.
11. Switchto COM Security tab.
12. Click Edit Limits button under Access Permissions.

My Computer Properties

| General | Options | Default Properties |
| DefautProtocals | MSDTC | COM Securiy

Aooezs Permiszions

Yau may edit who iz allowed default access bo applicationz. ¥'ou may
alzo =et limits an applications that determing their own permissiong.

Edit Defaul...

Launch and Activation Permizsions

'ou may edit who iz allowed by default to launch applications or
activate objectz. v'ou may alzo zet limitz o applications that
determine their own permizgions.

Edit Limits... Edit Defaul...

k. ] [ Cancel Apply
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13. Access Permission dialog box will appear on the screen.
14. Click the Add button.

Access Permission

Security Limits |

Group of User names:

ﬁ Everpone

Add... | Bemove |
Permizzionz for Everyone Allons Dery
Local Access ]
Fiemate Access Fi

k. I Cancel

15. Select User or Group dialog box will appear on the screen.
16. Click Advanced button.

Select Users or Groups

Select thiz object type:

|L|sers, Groups, or Built-in security principals | [ Object Types... ]

Erom this location;
WINPPRO-XEE [ Locations..._|

Enter the object names to zelect [examples];
| LCheck Mames

o oo ]
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17. Select Users or Group dialog box will appear on the screen.
18. Click Find Now button.
19. Select ANONYM OUS LOGON fromthe list.

Select Users or, Groups

Select thiz object wpe:
|L|sers, Groupz, or Built-in zecurnity principals | [ Object Types... ]

FErom thiz location:

WINXPPRO86 [ Locations... |

Comman Queries |

Marme: Starts with | | Calumns...
Desciption: | Starts with | | |
Stop

Dizabled accounts

I on egpiring pazsword

[ravz zince |ast logon; @

M arme [ROM] I Folder =
€ admin WIN=PPRO-<36
ﬁ Adririztrator WIN=PPRO-+36
ﬁ.ﬂ.dministraturs WIN=PPRO <56
FAANDONYMOUS LOGON .
ﬁ.ﬂ.uthenticated Users
ﬁ Backup Operatars WIN=PPRO-+36
€L EATCH
€5 DIaLUP
ﬁ Evernyone
€ Guest WINXPPRO-+86
€7 Guests 'w/IN:PPRO 86 v

20. Click OK button.
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Select Lisers or Groups

Select thiz object type:

|L|$er$, Groupz, or Buil-in security principals | [ Object Types... ]

From thiz location;
WINKPPRO-X88 [ Locations..._|

Enter the object names to zelect [examples]:

ANONYMOUS LOGOM]| LCheck Mames |

Ok H Cancel ]

21. Click OK button.
22. Check Remote Access checkbox.

Access Permission

Security Lirnits l

Group of User names:

ﬁ AMOMYMOUS LOGOM
ﬁ Everyone
Add... | Bemowve |
Permizzions for AMOMNYMMOLUS
LOGOM Alloy Deny

Local Access F

Remote Access

k. | Cancel

23. And click OK button.
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24. Click Edit Limits button under Launch and Activation Permissions.

My Computer Properties

| General | Options | Default Properties |
| DefautProtocals | MSDTC | COM Securiy

—Access Permizsions

Yau may edit who iz allowed default access bo applicationz. ¥'ou may
alzo =et limits an applications that determing their own permissiong.

Edit Limitz... Edit Defaul...

— Launch and Activation Permizsions

'ou may edit who iz allowed by default to launch applications or
activate objectz. v'ou may alzo zet limitz o applications that
determine their own permizgions.

Edit Limits... | Edit Defaul.

k. ] [ Cancel Apply
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25. Launch Permission dialog box will appear on the screen.
26. Click Add button.

Launch Permission

Security Limits l

[Group of User names;
ﬁ Adrministratars MWIMNAPPRO- Pt driiniztrators)

ﬁ Everore

Add... | Bemove |

Permizzionz for Adminiztrators Allons Dery

Local Launch
Remate Launch
Local Activation

EREEE
o000

Remote Activation

k. | Cancel

27. Select Users or Group dialog box will appear on the screen.
28. Click Advanced button.

Select Users or Groups

Select thiz object type:

|L|sers, Groups, or Built-in security principals | [ Object Types... ]

Erom this location;
WINPPRO-XEE [ Locations..._|

Enter the object names to zelect [examples];
| LCheck Mames

o oo ]

29. Click Find Now button.
30. Click ANONYM OUS LOGON fromthe list.
31. Click OK button.
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Select Users or Groups

Select thiz object type:

|L|sers, Groupz, or Built-in security principals | [ Object Types... ]

Erarn thiz location:
WINXPPRO-86 [ Lecations... |

Commen Queries |

M ame; S il | | Colurnns...
Desciption: | Starts with v | | |
Dizabled accounts Stop

[ on egpiring pazsword

[avs zince lazt [ogor: @

MHame [RDM] In Falder L
£ admin wiMNPPRO-<86
ﬁ Adminiztrator W M=PPRO =86

ﬁ.ﬁ.dministratnrs WkPPR O =36
Fhh ROUS LOGOM —

ﬁ.ﬁ.uthenticated Users

ﬁ Backup Operators WIN=PPRO =36
€L BATCH

€L DIALUP

ﬁ Ewvernyone

€ Guest WNXPPRO 86
€7 Guests WwINXPPRO+E6

(£

32. Click OK button.
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Select Lisers or Groups

Select thiz object type:

|L|$er$, Groupz, or Buil-in security principals | [ Object Types... ]

From thiz location;
WINKPPRO-X88 [ Locations..._|

Enter the object names to zelect [examples]:

ANONYMOUS LOGOM]| LCheck Mames |

[ Ok H Cancel ]

33. Check Remote Launch, Local Activation and Remote Activation checkboxes.
34. Click OK button.

Launch Permission

Security Limits l

Group or uzer names:

m Adririgtrators MWIM=PPR O -06-5 Pt dminiztrators]
ﬁ AMOMYMOUS LOGOM

ﬁ Everyone
Add... | Bemowve |
Perrmizzionz for AMONYMOLS
LOGOM Al Deny
Local Launch F
Femote Launch ]
Local Activation ]
Remate Activation i) O

k. | Cancel

35. Click OK button again on My Computer Properties dialog box.
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My Computer, Properties

| General || Dptiong || Default Properties |
| DefaulProtocols | MSDTC | COM Securty

—Access Permizsions

'ou may edit who iz allowed default access to applicationz. v'ou may
alzo zet limits on applications that determine their own permiszions.

Edit Limits... Edit Defaul...

— Launch and Activation Permizsions

'ou may edit who iz allowed by default to launch applications or
activate objects. You may also set limitz on applications that
determing their awhn permiszions.

Edit Lirnit=... Edit Default...

ok | [ cancel || sppy |

36. You are now done, and you machine is now properly configured.
37. Next Reboot the computer or Re-Install the EMCO Service file from the main program.
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