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Troubleshooting Guide

Enable WMI after applying SP2 for XP

Enable WMI after applying SP2 for XP

This tutorial will guide you on enabling WM I after applying Service Pack 2 for windows XP. For this you will have
to configure Firewall on a machine on which you wart to use WMI. Windows XP service Pack 2 comes up with a
built in firewall that is enabled by defauit to minimize the chance of attacks on your machine.

The Windows Firewall that comes up with SP2 for Windows XP and DCOM (Distributed Component Object
Model) can cause access denied errors when remote computers and accounts used for remote connections are not
properly configured.

When obtaining data from a remote machine, WMI must establish a DCOM connection from local Computer to
remote Computer. To establish this connection, both Windows Firewall and DCOM on Computer B must be
configured correctly, to avoid access denia errors. The configuration must be done locally on remote machine by
changing Group Policy settings, by executing NETSH commands, or by executing a script. Windows Firewall does
not support any remote corfiguration.

The Windows Firewall service is dependent on WMI Winmgnt service. If WMI is stopped and restarted then you
must restart Windows Firewall service. For example, you may need to stop WMI to rebuild a corrupted repository.

To successfully connect from local machine to a remote machine when the Windows Firewall is enabled on remote
machine, some configuration of DCOM security settings is necessary on both machines.

To enable WM | after installing SP2 on Windows XP
1. Ensure that the user accournt is alocal administrator on remote machine.

2. Enable "Allow Remote Administration” for the user account. See the next section for more details on enabling
"Allow Remote Administration'”.

3. If the user is not an administrator but has Remote Enable permission on remote machine, then the user also must
be gven DCOM Remote Launch privilege on remote machine by running Dcomenfg.exe at command line.
The 0x80070005 error occurs when this privilege is not set.

4. Enable Windows Firewall remote administration. See the last section at the end of this document for more
details.

Enabling " Allow Remote Administration”

There are two different ways to enable "Allow Remote Administration”. We will discuss both methods one by
one.

Way |

1. Click the Run menu item shown under Start menu on your desktop.

2. A Run dialog box will appear on the screen

Run [$_(|

- Type the name of a program, folder, document, or
= Internet resource, and Windows will open it For waou,

Qpen: | vl

Zancel ][ Browse. ., ]
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3. Typecmd inthe Open textbox.

Run @@

- Type the name of a program, Folder, docurment, or
Internet resource, and Windows will open it For wou,

open: | cmd)| v

[ K H Cancel H Browse, .,

4. Now click OK button.
5. Command Prompt will appear on the screen
6. Typeinnetsh firewall set service RemoteAdmin in command line.

CAWINDOWS\system32\cmd.exe

Microzoft Windows XP [Uersion 5.1.266B01
CC» Copyright 1985-2881 Microsoft Corp.

C:xDocuments and Settingssadmin?*netsh firewall set service RemoteAdmin
0k.

C:swDocuments and Settingssadmini_

Way |1

Follow the steps use the Group Policy editor (Gpedit.msc) to enable "Allow Remote Administration™.
1. Click the Run menu item shown under Start menu on your desktop.
2. A Run dialog box will appear on the screen

Run @@

- Type the name of a program, Folder, docurment, or
Internet resource, and Windows will open it For wou,

Cancel H Browse, .,
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3. Type Gpedit.msc inthe Open textbox to launch Group Policy Editor.

- Type the name of a program, Folder, docurment, or
e Internet resource, and Windows will open it For wou,

Open: | GPEDIT M5C] v |

[ 8] 4 ][ Cancel H Erowse... ]

Now click OK button.

Group Policy Editor Dialog box will appear on the screen.

Under the Local Computer Policy heading, open the Computer Configuration folder.
Open the Administrative Templates folder.

Openthe Network folder.

Openthe Network Connections folder.

© 0o N o g &

it Group Policy
Fle Action Mew Help
e« O &FE @

—'FEE’T:W*’E Palicy ation B petwork Connections

# [ Software Settings

(551 Wirnbows Satt Prohibit use of Internet Connection _5etting | State |
! :—_I A o Firewall on your DNS domain [Cweindows Firewal
= [ Adminictrative Templates | Lop
# ] Windows Components 4 Prehibit use of Internat Connestion Sharing 6 your DNS demain ... Nek configured
H : System Display Pr ok o ﬁ Prohibit use of Internet Connection Firewall on vour DNS domain ... Mok configured
= 1 Metwork ﬁinmmmwmwmﬁmtwmupmmn... Mok configured
+ [ Microsoft Peer-to-P gtws=m i . 3 1EEE 802, 1 Certificabe Autharity For Machine Authenitication Mok configured
STIWS:= Professional or Windows Server 2003
] fflinee Files Family

-3 Mabwark Connectio

¥ [ 705 Packet Schedu | Description:
Protabits uge of Inkarnet Conmaction

—] SHMP y ;
— Fi k.
& Background Irkelo irgwiall o your DNS damain netwar
(] Prinkers Determines whether users can enable
= o} User Configuration the Inbernek Cornectian Frewal
% ([ Software Settings feature on a connection, and i the

) Inkernet Connection Firewall service
i gwwm: Can Fun of & computer,
+ ] Administrative Templabes
Important: This satting is lecation
aware. It only spplies when a
computer is connected to the same
DS damsin netweork & was
connected bo when the setting was
refreshed on that computer. IF &
computer is conneched bo a DNS
domsain network other than the one it
vas conneched to when the setting
wias refreshed, this setting does not

apply.

The Internat Connecticn Firewall is &
stabeful packet fiker For home and

senall office users to protect them

From Intesnet netwark seourity

threats. w

< ¥ Extended A4 Standard J

emcosoftware.com © Copyright 2001-2012 EMCO Software


http://emcosoftware.com/

@ M C O.'_ri::'I Troubleshooting Guide

SOFTWARE Enable WMI after applying SP2 for XP

10. Open the Windows Firewall folder.

11. If the computer is in the domain, then open the Domain Profile folder, otherwise open the Standard Profile
folder.

12. Click on the Windows Firewall: Allow remote administration exception item.
13. Click on the Action menu and select Properties.
14. Select Enable radio button.

Prohibit use of Internet Connection Firewall on your ... |E||E|

Setting | Explain|

@ Prohibit uze of Intermet Connection Firewall o your DMS domain net...

i) Mot Corfigured

() Disabled

Supported o At least Microsoft Windows =P Profezzional or windo...

Previousz Setting ] [ HMext Setting ]

[ ] ] [ Cancel ] [ Apply

15. Click the OK button.
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Enabling Windows Firewall remote administration
To enable Windows Firewall remote administration, perform the following steps.
1. Moveto Control Panel.

2. Double click the Windows Firewall icon located in the Control Panel to launch the Windows Firewall
applet.

- Control Panel

Fle Edt View Fgvorites Tooks Help
'\) '\} |1:

agddress | Control Parel

‘pf.wm | Folders  [337]-

FEX
Jt"

v|c;.;.

E,,.. Control Panel &

@ Switch to Category View

See Also

& Windows Update
€2) Help and Suppart

System Taskbar and
Stark Menu

Admirskrativee  Aubomatic | Dateand Time  Deplay  Folder Options
Tools Updates

@J@aﬁﬂp

Mouse Metwork,  Network Setup Phunemd
Connections izard

2 9 9 9 ¥

Sounds and Speach
Audio Devices

@

Regicnal and  Scanners and  Scheduled Security
Tasks

iZameras Center

User Accounts Vhware Tools Wireless

Metwoark Set, ..
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3. Windows Firewall dialog box will appear on the screen.
4. Switchto the General Tab.

5. If Firewall is turned on; make sure Don't allow exceptions check box is unchecked.

= Windows Firewall

General | Exceptions | Advanced|

“Windows Firewall iz helping to protect your PC

Windows Firewall helpz protect pour computer by preventing unauthorized users
from gaining access ba your computer through the [nkermet ar a netwark:.

@ {*) On [recommended)

Thiz zetting blocks all outzide sources from connecting to thiz
camputer, with the exception of thoze selected on the Exceptions tab.

[ |Don"t allow exceptions

Select thiz when vou connect to public network s in less secure
lozationz, such az airportz. vou will not be notified when Windows
Firewall block s programs. Selections on the Exceptions tab will be
igniored.

@ () OFf [not recommended]

Ayoid uging thiz zetting. Turming off \Windows Firewall may make thiz
computer maore vulherable to viruzes and intruders,

whhat elze should | know about \Windows Fireweall?

k. l [ Cancel
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6. Switchto Exceptions tab.
7. Check the File and Printer Sharing checkbox.

= Windows Firewall

General | Exceptions | Advanced

wiindaws Firewall iz bBlacking incoming netwark, connections, except for the
programs and services selected below. Adding exceptions allows some programs
tovwiork, better but rmight increasze pour security nzk.

Programs and Services:

M arme

File and Frinter Sharing
Femote Assistance
Remate Desklop

O UPAP Framewark,

| &ddPogiam.. | [ AddPat. || Ed. Delete

Dizplay a notification when Windows Firewall blocks a program

‘what are the risks of allowing exceptions?

[ ak. ] [ Cancel

8. Click the Add Program buitton.
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9. Add Program dialog box will appear on the screen.

Add a Program

To allows communications with a program by adding it to the Exceptions list,
gelect the program, or click Browse to zearch for one that iz not ligted.

Programs:

¥ FreeCell
, Heartz

ﬁ Internet Backgamman

@ Internet Checkers

& Internet Explorer

P Intemet Hears

a |nternet Reversi

-ﬂ |nternet Spades L
; Mineswesper

"W MSH Explarer

@ Outlook, Express v

[

Path: |I::"-.WINDDWS"-.SystemSEHfreecell.e:-:e |[ Browse.. |

) (Cowea ]

10. Click the Browse button.
11. File open dialog box will appear on the screen.
12. Locate unsecapp.exe in % windir% \system32\wbem and click Open button.

Look in; |@wbem V| 0 ? = "
iy Ej.ﬁ.utDRecher E Whiprvse
i E? ICLogs

by Recent () mof
Documents L3 Perfarmance

- ICIRepository
L ICsnmp
Deszkiop ml
Emnfcnmp
- Fscroons
LY
_.-/ B Unsecapp
ty Documents Ew?:uemtest
ﬁ winnngrk
Ewmiadap
3‘ [ wmiapsry
e Ewmic
by Computer
=
g File name: |unsecapp w | [ Open l
My Metwork, | Files of lupe: | &pplications [* exe;” com;” icd) w | [ Cancel ]

emcosoftware.com © Copyright 2001-2012 EMCO Software


http://emcosoftware.com/

Troubleshooting Guide

Enable WMI after applying SP2 for XP

13. Click Change Scope button.

To allow communications with a program by adding it to the Erceptions list,
zelect the program, or click Browse to zearch far one that iz naot listed.

Proagrams:

& Intemet Explorer
P Intemnet Hearts
a Internet Revers
-ﬂ Internet Spades
i Mineswesper
W MSM Esplaorer
@ Outlook Express
& Finbal

|8 Solitaire

& Spider Solitaire —
B unzecapp
Y

[ >

b

Path: |E:'\WINDEIWSHs_l,lstemSE'\.wbem'\unsecapp.e:-:|[ Browsze. .. ]

] (oo ]

14. Change Scope dialog box will appear on the screen.
15. Click the My network (subnet) only radio button.

To zpecity the zet of computers for which thiz port or program iz unblocked, click an
option below,

To zpecify a custom list, tppe a lizt of IP addrezzes, subnets, or both, separated by
COMMAE.

() Arw computer [including thoze on the Internet]

)My retwaork, [zubnet] onl

) Custom list:

Example: 192.168.114.201 192.168.114. 201 /2656, 266 2560

]S H Cancel ]

16. Click OK button.
17. Click OK againin Add a Program dialog box.
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18. Click Add Port button.

*= Windows Firewall

General | Exceptions | .ﬁ.dvanced|

whindows Firewall iz blocking incoming nebwaork, connections, except for the
programs and zervices selected below, ddding exceptions alloves some programs
ko wiark, better but might increaze pour security rizk.

Programs and Services:

M ame

File and Frinter Sharing
Femote Azsistance
Femate Desklop
Lnzecapp

O UPAP Framewark,

| &ddPogiam.. | | addPot. || Ed. Delete

Dizplay a notification when Windows Firewall blocks a program

wihat are the nzks of allowing exceptions?

[ Q. H Cancel ]

19. Add a Port dialog box will appear on the screen.
Add a Port E3

|1ze theze zettings to open a port through Windows Firewall. Tao find the port
rumber and protocol, conzult the documentation for the program or service you
want o use.

M amne: | |

Port number: | |

® ICF O upP

“Wwhat are the rizks of opening a porty

o Comen ]
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20. Type RPC\DCOM inthe Port Name textbox.
21. Type 135 inthe Port Number textbox.
22. Click TCP radio button to select it.

23. Click Change Scope button to set the scope of this port.

Add a Port x|

|lz& thesze settings to open a port through Windows Firewall. Tao find the port

nurmber and protocal, consult the documentation for the program or service you
want to use.

e |F|F'I:'-DEEIM |

Part number; | 135 |

® ICP O upP

What are the rizks of opening a porty

o (oo

24. Change Scope dialog box will appear on the screen.
25. Click the My network (subnet) only radio button.

Change Scope r;|

To zpecify the zet of computers far which thiz port or program iz unblocked, click an
ophion below,

To zpecify a custom ligt, type a list of IP addreszes, subnetz, or bath, separated by
COMMas.

) Ay computer [including those on the Intemet)

()M netwark [subnet] onlg

() Custam list:

Example: 192.163.114.201 192.168.114.201 /255, 255.255.0

[ OF. H Cancel ]

26. Click OK button.
Y ou are now done and you have successfully completed all configurations.
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