Running ELA Pro on a Machine having WinxXP SP2

This tutorial will guide you on running EventLog Audit Professional. For this you will
have to configure Firewall on a machine on which you want to install EventLog Audit
Professional. Windows XP service Pack 2 comes up with a built in firewall to minimize
the chance of attacks on your machine.

To run EMCO EventLog Audit Professional on your machine perform the following
steps:

1. Install EMCO EventLog Audit Professional on your machines.
2. Configure Firewall on your machines( Please see the next session for more
information about configuring Firewall on your machine)

Configuring Firewall

To configure Firewall on your machines perform the following steps:

3. Move to Control Panel.
4. Double click the Windows Firewall icon located in the Control Panel to launch

the Windows Firewall applet.
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“windows Firewall helps protect wour computer by preventing unauthorized users
fram gaining access to your computer through the [ntermet or a netwark,

@ ' 0On [recommended)

Thig zetting blocks all outside sources from connecting to this
computer, with the exception of those selected on the Exceptions tab.

[~ Don't allow exceplions

Select thiz when you connect to public networks in lesz zecure
locations, such az airportz. You will not be notified when Windows
Fireweall blocks programs. Selections on the Exceptions tab will be
ignored,

@ " Off [not recommended)

Avoid uzing this setting. Turming off *Windows Firewall may make this
computer more vulnerable to viruzes and intruders.

what else should | know about ‘Windows Firewall?

Ok I Cancel

6. Switch to the General Tab.

%= Windows Firewall

General I Exceptions I Advanced

Firewwall i helping to protect your PC

‘windows Firewall helps protect your computer by preventing unauthonized users
from gaining access to wour computer through the [ntemet or a network,

@ * On [recommended)

Thiz zetting blocks all outzide sources from connecting to this
computer, with the exception of those selected oh the Exceptions tab.

[ Don't allow exceplions

Select thiz when you connect to public networks in less secure
lozations, such as airports. ou will not be notified when Windows
Fireweall blocks programs. Selections on the Exceptions tab will be
ignored.

@ " DFf [not recommended])

Auvoid wsing this setting. Turning off *Windows Firewall may make this
computer more vulnerable o vinuses and intruders.

Wihat elze should | know sbout ‘Windows Firewall?

Ok I Cancel

© Copyright 2001-2006 Emco Sofwane ®




7. 1If Firewall is turned on; make sure Don’t allow exceptions check box is

unchecked.

%= windows Firewall

General I Exceptions | Adwvanced

ping bo protec

‘wiindaws Firewall helps protect your computer by preventing unauthorized uzers
from gaining access to your computer through the Internet ar a network.

@ * On [recommended)

This zetting blocks all outzide sources from connecting to this
computer, with the exception of those selected on the Exceptions tab.

r%?on'l allow exceptions

elect this when you connect to public networks in lesz zecure
locations, such as airports. v'ou will not be notified when Windows
Firewsall blocks programs. Selections on the Exceptions tab will be
ignored.

@ " OFf [not recommended])

Avyoid uzing this setting. Turning off Windows Firewall may make this
computer more yulherable to virgses and intruders.

What elze should | know about Windows Firewall?

ak I Cancel

8. Switch to Exceptions tab.

Windows Firewall

General Excﬁions I Advanced

windaws Firewall is blocking incoming netwark connections, except for the
programs and services selected below. &dding excephons allows some programs
ta work better but might increase vour security rigk.

Programs and Services

Mame

[ Avvid E ditor

[ File and Printer Sharing
Intemet Esplarer

MSM Messenger B.2
Remote Assistance

[ Remote Desktop

O UPHP Framework

[ v'shaal FT Server
“fahool Meszenger

Add Program... Add Port... Edit... [elste

v Dizplay a notification when Windows Firewall blocks a program

What are the risks of allowing exceptions?

QK. I Cancel

o' Copy
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9. Check the File and Printer Sharing checkbox.

%= wWindows Firewall

General  Exceptions I Advanced I

“windows Firewall iz blocking incoming network. connections, except for the
programs and services selected below. Adding exceptions allows some programs
to work better but might increase vour security rigk,

Programg and Services:

Mame

Avid Editor

,FiIEe and Frinte

A rternet Explorer
MSH Meszenger 6.2
Remate Assistance
O Remate Desktop
O UPAP Framewoark
[ v'ahaal FT Server
‘Yahoo! Meszenger

Add Program. . Add Port.... Edit... [elete

¥ Display a notification when Windows Firewall blocks a program

‘what are the rigks of allowing exceptions?

ak I Cancel

10. Click the Add Program button.

%= windows Firewall

General Exceptions I Advanced

Wwindows Firewall iz blacking incoming network connections, except for the
programs and services selected below. Adding exceptions allows some programs
to work better but might increase your security risk.

Pragrams and Services:

I arne:

Avid E ditor

File: and Printer Sharing
Internet Explorer

MSH Meszenger 6.2
Remate Assistance

[ Remate Desktap

[ UPHP Framewark

[ *¥ahool FT Server
‘fahoo! Messenger

Add Paort... Edit... Delete

[+ Dizplay a notification when ‘Windows Firewall blocks a program

wfhat are the risks of allowing exceptions?

ak Cancel
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11. Add Program dialog box will appear on the screen.

Add a Program x|

To allow communications with a pragram by adding it to the Exceptions list,
zelect the program, ar click Browse to search for one that iz not listed.

Proagrams:

b1
Q’.&CEFTF‘ 3 Freeware

[#] &crobat Distiller 5.0
[£} Adabe Acrobat 5.0
.-“-‘-.du:ul:ue ImageReady 2.0
' adobe ImageReady C5
A 2.d0be Photashop 6.0
# Adobe Photoshop C5
B2 Ao Editar 7.0
H.ﬁ.vid Free D%

Bitrate Calculat
&’ Itrate Calculatar ;I

Path: IE:'\F‘ngram Filezk-Lite Codec Packh3ivaConfi Browsze. . |

Change scope... | Qk. I Cancel |

12. Click the Browse button.

Add a Program ]

To allow communications with a pragram by adding it ta the Exceptions list,
zelect the program, ar click Browse to search for one that iz not listed.

Proagrams:

el i -
g.-'-‘u:eFTF' 3 Freeware

[ 2crabat Distiller 5.0

[5} Adobe Acrobat 5.0

.-'f-.duzul:ue ImageReady 2.0
W' adobe ImageF eady C5

A 2dobe Phatoshop 6.0
# Adaobe Photashop C5

B &wdio Editor 7.0

B4 Avid Free D

ﬁ’ Bitrate Calculatar

Path: Iu:ugram Filezhk.-Lite Codec Pack'\3ivsConfig. exe

Change scope. . | (] 4 Cancel
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13. File open dialog box will appear on the screen.
14. Locate the EventLogSvc.exe in %SYSTEM32% and click Open button.

21
Look in; |E}$_I,I3tem32 j 4 ? ES

| defrag Edpnsw Eeventcreate Efltmc

| dfrafat @ dpwsetup ﬂ_E?gn_tLi:ngS?c Efantview
™ dfrgnitfs Edri\-’erquery E eventtriggers aﬁjrcedos
"~ diantz @drwatson @ eventyving Efarmat
™ diskeomp EdrwtsnSZ [ eeztin ;Freecell
= diskropy Edumprep Eexpand B Faquirk
] diskpart @ dvdplay extrac32 Efsutil

= diskperf dvdupgrd Efastapen Eftp

™ dilhost Edwwin ﬁfaxpatch Egdi

= diihst3g @ dxdiag Efc Egetmac
] dmadmin Eedit filecoll agpresult
= dmremate Eedlin Efind Egpupdate
™ doskesy %ENSDEF Efindstr ﬁgraftabl
| dosx Eesentutl Efinger Egraphics

] dplayswr @eudcedit Fixmapi @grpconv
File narme: IEventLogS [l LI
Files of tupe; - I;‘-\pplications [ ewe” com:"icd) ﬂ

15. Click Change Scope button.

Add a Program |

To allow communicationg with & program by adding it to the Exceptions list,
zelect the program, ar click Browse to search for one that iz not listed.

Prograrms:

a EwentLogSwve ;I

&% FourCC Code Changer

@ GolZila

m E5pot Codec Infarmation

f: Intel Active Monitor _I
@ Internet Explorer

Livellpdate - Mortan st ins

'3 M oafee AnhSpyware

Fedia Player Classic

& MEMORY MIx Image T ool

1" MEM Explorer ;I

Path: IE:\WINDDWS SapstemIdZhE ventlogS o exe Browse. .. |

Qk. | Cancel |
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16. Change Scope dialog box will appear on the screen.

Change Scope

To zpecify the zet of computers for which thiz port or program iz unblocked, click an
option below.

T zpecify a custom list, twpe a gt of [P addresses, subnetz, or bath, separated by
COMMAE.

%" Ay computer [including those on the [ntemet]
™ by network [subnet] only

= Custom list;

Example: 132.168.174.201 192.168.114.201 /255.2585.255.0

.4 I Cancel

17. Click the My network (subnet) only radio button.

Change Scope

To zpecify the zet of computers for which thiz port or program iz unblocked, click an
aption below.

To zpecify a custom list, type a lizt of [P addresses, subnetz, or bath, separated by
COMMas.

™ Ay computer [including thoze on the [ntermet]
If;h%hd_l,l nietwork [zubnet] anly

™ Cuztam list

Example: 132.165.114.201 192.168.114.201/255.255.255.0

(] I Carcel

B

18. Click OK button.
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19. Click OK again in Add a Program dialog box.

Add a Program

To allow communications with a pragram by adding it to the Exceptions list,
zelect the program, ar click Browse to search for one that iz not listed.

Proagrams:

ks v il
Q’.&CEFTF‘ 3 Freeware
[#] &crobat Distiller 5.0
[£} Adabe Acrobat 5.0
E.ﬁ.dube ImageReady 2.0
' adobe ImageReady C5
A 2.d0be Photashop 6.0
# Adobe Photoshop C5
B2 Ao Editar 7.0
£ Avid Free DY

4%’ Bitrate Calculator ;I
Path: Iu:ngram Filezk-Lite Codec Packh3ivaConfig. exe Browsze. . |

Change scope... |

20. Click Add Port button.

Cancel |
S

%= Windows Firewall

=
General Ewxceptions | Advanced

‘windows Firewall iz blocking incoming netwaork. connections, except for the
programs and services selected below, Adding exceptions allows some programs
to weork, better but might increase your security ngk.

Programs and Services:

Hame -
S

Avwid Editor

File and Printer Sharing

Internet Explorer

FSM Messenger B.2

MetServer

Remote Assistance

[ Rernate Deskiop

O UPHP Framewark.

“ahoo! FT Server

“ahoo! Messenger LI

Add Program... Edit... [elete |

[¥ Dizplay a notification when Windows Firewall blocks a program

Wwhat are the rizks of allowing excephions?

Ok Cancel
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21. Add a Port dialog box will appear on the screen.

x

|lze theze settingz to open a port through Windows Firewall. Tao find the port
number and pratacal, conzult the documentation far the program ar zervice pou
want to uze.

Marme: I

Part number; I

& TCP & UDF

Ww'hat are the rizks of opening a port?

Change scope. .. | ] Cancel

22. Type RPC\DCOM in the Port Name textbox.

x

|lze theze settingz to open a port through Windows Firewall. Tao find the port
nurmber and protocol, consult the documentation for the progranm or zervice you
want to uze.

Name: IHPEHDEDMI i

Part number; I

& TCF " UDP

What are the risks of opening a port?

Change scope... | 1] Cancel
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23. Type 135 in the Port Number textbox.

x

|lze theze settingz to open a port through Windows Firewall. Tao find the port
number and pratacal, conzult the documentation far the program ar zervice pou
want to uze.

Name: |HPE&D|:|:|M

Part number; I'I 35 J_

& TCP & UDF

Ww'hat are the rizks of opening a port?

Change scope. .. | (] Cancel

24. Click TCP radio button to select it.

x

|lze theze settingz to open a port through Windows Firewall. Tao find the port
nurmber and protocol, consult the documentation for the progranm or zervice you
want to uze.

Name: IFEF'E&DEEIM

Part number; I'I 35

&+ JCF " UDP
s

What are the risks of opening a port?

Change scope... | (] I Cancel
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25. Click Change Scope button to set the scope of this port.

x

|lze theze settingz to open a port through Windows Firewall. Tao find the port
number and pratacal, conzult the documentation far the program ar zervice pou
want to uze.

Name: |HPE&D|:|:|M

Part number; I'I 35

& TCP & UDF

Ww'hat are the rizks of opening a port?

(] Cancel

26. Change Scope dialog box will appear on the screen.

Change Scope x|

To zpecify the zet of computers for which thiz port or program iz unblocked, click an
aption below.

To zpecify a custom list, type a lizt of [P addresses, subnetz, or bath, separated by
COMMas.

% Ay computer [including thoze on the Intermet]
= My network [zubnet] only

™ Cuztam list

Example: 132.165.114.201 192.168.114.201/255.255.255.0

(] I Carcel
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27. Click the My network (subnet) only radio button.

Change Scope x|

To zpecify the zet of computers for which thiz port or program iz unblocked, click an
option below.

T zpecify a custom list, twpe a gt of [P addresses, subnetz, or bath, separated by
COMMAE.

™ &y computer [including those on the Intemet]
F%M_p netyark [zubnet] anly

= Custom list;

Example: 132.168.174.201 192.168.114.201 /255.2585.255.0

.4 I Cancel

28. Click OK button.
29. Please repeat the steps from 20 to 27 to add the following ports as well:

a. 136
b. 139
c. 445

30. Click OK button again in Add a Port dialog box.
31. Click the OK button in the Windows Firewall dialog box.
32. You are now ready to run EventLog Audit Professional on this machine.

If you still face some problems while running EMCO EventLog Audit Professional;

please see the system requirements mentioned at
http://www.emco.is/eventlog_auditpro/requirements.html to make sure that your
machine is capable of running EMCO EventLog Audit.
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