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Features of EMCO Permissions Audit

EMCO Permissions Audits is a luminous network permissions audit tool brought to you
by EMCO Software. It has been developed while keeping in mind the permissions audit
requirements of network administrators. As network administrators must have a detailed
knowledge about their network including the details and precise information about the
access control for their network resources i.e. which users have access to which network
resources on a domain. And what type of access a certain user has on a specific network
resource weather it’s full, read only or change. So you need tool that can give you details
information about the users on a domain, and what access level they have and on what
resources in a most efficient and organized manner.

EMCO Software simulated all these requirements as well as some more advanced
features in EMCO Permission Audit; an excellent tool to audit the permissions on all
resources on a domain. It empowers network administrators to audit different permission
base information on a domain.

EMCO Permissions Audit provides four different options to check the permissions on
certain recourse.

> Direct Access Token

o Direct and Group Access Token
o Direct and Everyone Access Toke
o Access via Any Token

It organizes the information about the network resources and shows which users have
access to which resources on a domain in an excellent manner. It allows users to export
the audit data in a variety of file formats including HTML, PDF, JPEG and Excel etc.

EMCO Permission Audit has the ability to san available servers on a domain with just
one click.

EMCO Permissions Audit is integrated with Ms. SQL Server, so giving you the ability to
fully utilize the powers of one of the most efficient and secure database system available
these days in the market. You can either use MS SQL Server Desktop Engine, a free tool
by Microsoft or you can use Microsoft SQL Server depending on your requirements.
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The main features of EMCO Permissions Audit are described below:

%~ Scan domain for available servers with just one click-EMCO Permissions
Audit provides an easiest and fast one click scan options that discovers all
available servers on a domain with just one mouse click.

> Fetch a variety of permission based information from servers on a domain-
EMCO Permissions Audit collects a wide range of different information from all
available servers on a domain. It collects information about all network resources
and also tells which user has access to which resource.

%~ No need to install any client software on remote machines-EMCO Permissions
Audit doesn’t requires any client side tool to be installed on the remote machine.

> Nicely organized information in online reports-EMCO Permissions Audit
organizes all scanned information in a very nice and brilliant manner for an
efficient and quick reference.

o Export the scanned data to a variety of file formats-EMCO Permissions Audit
allows you to export the scanned data to a variety of file formats including
HTML, PDF, Excel, JPEG, etc. So, you can save the scanned information in
required file format on your hard disk.

o Easy Integration with MS SQL Server-EMCO Permissions audit can easily
integrated with MS SQL Server. So all scanned data is stored in a reliable and
efficient database.

o See information based on user access-EMCO Permissions Audit enables you to
select and show the information based on the user access on different resources on
a domain. So information is organized in a way that it shows that which users
have access to which resources.

o See information based on resource access- EMCO Permissions Audit enables
you to select and show the information based on the resource access i.e. it shows
information organized resource wise and shows which resources can be access by
which users.

<% Show access to shares in available resources-EMCO Permissions audit shows
the access level of different users on different available shares on a domain. And
shows which users have what type of access on which share.

<% Show access to folders in available resources- EMCO Permissions audit shows

the access level of different users on different available folders on a domain. And
shows which users have what type of access on which folder.
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Show information about all or selected user-EMCO Permissions Audit allows
you to see the information about the all users or any of the selected users from the
users drop down list.

Show access through Direct Access Token-EMCO Permissions Audit allows
you to select to show the information about the users who have access through
direct access token on different resources on a domain.

Show access through Direct and Group Access Token- EMCO Permissions
Audit allows you to select to show the information about the users who have
access through direct and group access token on different resources on a domain.

Show access through Direct and Everyone Access Token- EMCO Permissions
Audit allows you to select to show the information about the users who have
access through direct and everyone access token on different resources on a
domain.

Show access through Access via Any Token- EMCO Permissions Audit allows
you to select to show the information about the users who have access through
any access token on different resources on a domain.

Option to exclude selected groups-EMCO Permissions Audit enables you to
exclude certain groups during the scan operation.

Show information about all or selected shared resource-EMCO Permissions
Audit allows you to select to show information about all or any of the selected
resource on a domain.

> Very low network load-EMCO Permissions Audit doesn’t puts too much load on

your network to worry about.

>~ Fast and silent execution- EMCO Permissions Audit scans all machines in a fast

and efficient manner and best of all is it is silent and the remote user never know
what’s happening to his system.
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