Setting Preferences in EMCO Permissions Audit XML

EMCO Permissions Audit XML Edition enables you to configure different options for
your scan operations. The Preferences dialog box is what handles all configuration
options for you. You can configure that how you want to view the scan data; set alt
credentials and different filtering options for your scan.

We can categorize all options in three sections:
> General settings
> Alternate credentials
> Scan Filters

Now we will discuss each of them one by one.

To configure General Settings:

To configure General Settings in EMCO Permissions Audit XML Edition perform the
following steps:

1. Click Preferences menu item shown under Options menu.
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2. A Preferences dialog box will appear on your screen.
3. Select General Settings node from the actions tree shown on the left side.

x|

Select the "All Computers’ view representation mode that you want to use.

=35 Scan Filters — Representation mode

Qg Share Scan Fiters * Show both Servers and Client Computers
Folder Scan Filkers
(™ Show Servers only

— Srcan sethings

Fing timeout; |5EIDD 3.

Ok | ‘Cancel |

4. Select your required representation mode for the scan data. If you want to show
both server and client computers select the first option; and if you want to show
only the servers data then select the 2™ option.

(@} General Settings
G Altemate Credentials
Scan Filters — Representation mode

Select the “aAll Computers® view representation mode that you want to use.

@i Share Scan Fiters G'%how bath Servers and Client Computers

B Falder Scan Filters
Ei ™ Show Servers anly

— Sizan settings

Ping timeout: |SDDD 3‘
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5. To define a ping timeout for the scan operations; type your requires time in the
Ping timeout textbox.

%2 preferences
«ZPEimissions Audit §«2*Peimissions Audit

Preferences Application Preferences
p

] @) Gieneral Settings

£ Altemate Credentials

=3 Scan Filers — Representation mode

; Qﬁ Share Scan Fiters * Show hath Servers and Client Camputers
%ﬁ’ Folder Scan Filters

Select the ‘all Computers® view representation mode that you want to use.

(™ Show Servers anly

— Scan zettings

Ping timeout:  jsEEE

Ok | Cancel

6. Click Ok button on the Preferences dialog box to save your settings.
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To configure Alternate Credentials:

To configure Alternate Credentials in EMCO Permissions Audit XML Edition perform
the following steps:

1. Click Preferences menu item shown under Options menu.

% EMCO Permissions Audit - XML Edition
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2. A Preferences dialog box will appear on your screen.
3. Select Alternate Credentials node from the actions tree shown on the left side.

i

EIENCEEs

(@3 General Settings &- & i .

Password

% Scan Filters Description

&4 Share Scan Fiters
%ﬁ’ Folder Scan Filkers

| Defalt user

Ok | Cancel

4. Click Add Credential icon shown on the right side.

Preferences

Gk Share Scan Fiters
%H Folder Scan Filkers

Ok | Cancel
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5. Alternate Credentials dialog box will appear on the screen.
6. You can either type the username in the User Name textbox or click Scan
Users/Groups icon shown on the right side of User Names textbox.

% Alternate Credential x|
2Péfmissions Audit

Credential

NN (B L T 1M & drikiztrators j %

Pazsword: I

Description; I

] Cancel

7. Type the password and the description of this account in the Password and
Description fields respectively.
8. Click OKk button.

% Alternate Credential

2 Pérmissions Audit

Credential
UserMame:  |BUILTIN'Administrators = &
Passward: Ixxxxxxxxxxx

Drescription: IS_I,Istem Adrminigtrator

Cancel
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box.

ZP8rmissions Audit

-Pr.::tf_erers._es
H T

=35 ScanFilkers . User Hame Password Description

&4 Share Scan Fiters | I
Folder Sean Filters | 8 Administrators T System Administrator

b

Ok | Cancel

10. Click Ok button on the Preferences dialog box to save your settings.
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To configure Share Filters:

To configure Share Filters in EMCO Permissions Audit XML Edition perform the
following steps:

1. Click Preferences menu item shown under Options menu.

% EMCO Permissions Audit - XML Edition

(7 x|

Shares'and relders Data
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Al Computers | Favortes Shares | Folders -
E‘L g Shares
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Uszers and Groups Access Permissions

2. A Preferences dialog box will appear on your screen.
3. Expand the Share Filters node from the actions tree shown on the left side.
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SETTING SHARE SCAN FILTER

4. To set the share scan filters select Share Scan Filter node from the actions tree.

i

& L5 G

-E8 Altemate Credentials -
2 Sran Filters Filter Mame User Group Hame Share Tupe

Ok | Cancel

5. Click Add Filter icon shown on the right side.

= Preferences

2PErmissions Audit

Preferences
@) General Settings
: -E8 Altemate Credentials
5 Scan Filters

Bt Share Soan Filers
%‘H Falder Scan Filters

Ilger Group Hame

Ok | Cancel
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6. Enter Filter Name dialog box will appear on the screen.
7. Type in the name for your filter in the Name textbox and click Ok button.
8. To set the folder scan filters select Folder Scan Filters from the actions tree.

% Enter New Filter Name x|

2 Permissions Audit

Fi It_e:r ﬁ-.lar‘ne

M ame: IM_I,I Share Filter

Cancel

9. Share Filter dialog box will appear on the screen.
10. You can either type the username in the User Name textbox or click Scan
Users/Groups icon shown on the right side of User Names textbox.

%2 Share Filter $|

Pérmissions Audit

re Filter

Uszer and Group: |0 RERs 1Tl intes j ﬁj
Share Type: |<.-'l'-.n_|,|> j

Pemissions: Allow access Dieny access

Full Cantral w .

Chanage r .

Read n r

Ok Cancel
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11. Select your required share type form the Share Type dropdown list.

BE Share Filter

2Permissions Audit

User and Group: {BUILTINWAdministratars = &
Share Type: Administrative File —‘L&
st Allow access Deny access

Full Cantral - -

Change [ [

Read [] [
Ok Cancel

12. Check the checkboxes corresponding to your required permission levels shown
under Permissions area.
13. Click Ok button.

B Share Filter

User and Group: |BUILTIN Administrators = &
Share Type: I.-’-'-.dministrative File j
FEmseos Allow access Deny access

Full Cantral v [

Charige v [

Read ¥ [
Cancel
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box.

% preferences

2PEmissions Audit

Preferences
(@3 General Settings
m Altemate Credentials
E-3% Scan Filters

1 an Filters:
%ﬁ’ Folder Scan Filters

@PEfmissions Audit

Application Preferences

x|

ol b5 kB

|Filter Narne |User Group Name |Share Type

14. Your added filter will appears in the shares list shown on the Preferences dialog

@' <Mones <Ay’

& | My Share Filter [ BUILTINA

o |

Cancel

SETTING SHARE SCAN FILTER

Uzer Group Mame

15. To set the folder scan filters select Folder Scan Filter node from the actions tree.

o]

Cancel
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General Settings
Altemate Credentials

&4 Share Scan Filters

Ok | Cancel |

17. Enter Filter Name dialog box will appear on the screen.
18. Type in the name for your filter in the Name textbox and click Ok button.
19. To set the folder scan filters select Folder Scan Filters from the actions tree.

% Enter MNew Filter Name x|

2PEfmissions Audit

Fi It_e:r ﬁ-.lar‘ne

Marme; |M_',' Share Filter

Cancel
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20. File Filter dialog box will appear on the screen.
21. You can either type the username in the User Name textbox or click Scan
Users/Groups icon shown on the right side of User Names textbox.

% File Filter X

2»Peéfmissions Audit

File*Filter
Uszer and Group; |=0ISKEEYslyyTTEeg=ule: j %
Permissions: Allow access Deny access
Full Contral r N
Change r N
Read I r
Ok Cancel

22. Check the checkboxes corresponding to your required permission levels shown

under Permissions area.
23. Click OK button.

% File Filter

2PEfmissions Audit

File"Filter
User and Group: |BUILTINVAdministrators = &
Pemissiens: Allow access Deny access
Full Cantral v C
Change v '
Read v r
Cancel
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24. Your added filter will appears in the shares list shown on the Preferences dialog

box.

% preferences
«ZPEimissions Audit §«2*Peimissions Audit

Application Preferences

Preferences
£ (@) General Settings
0@ Altemate Credentials
23 Scan Filers |
L3 Share Scan Fiters B <Nanex <Ay

R olce: o B8 |y Fier [BLILTIN\dmirs

|Filter Narne |User Group Name |

Ok | Cancel

25. Click Ok button on the Preferences dialog box to save your settings.
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