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Running Remote Desktop with XP Pro SP2

Thistutoria will guide you onrunning Remote Desktop. For thisyou have to configure Firewal on amachine on
which you want toingal Remote Desktop. Windows XP service Pack 2 comes up with abuilt in firewdl to
minimizethe chance of attacks onyour machine.

Torun EM CO RemoteDesktop on your machineperform thefollowing steps:

1. Ingdl EMCORemote Desktop onyour machines.

2. Configure Firewall on your machines( Please see the next session for more information about configuring
Frewdl onyourmachine)

ConfigureFirewall

ToconfigureFirewall onyour machinesperformthefollowingsteps:
1. MovetoControl Panel.
2. DoubleclicktheWindowsFirewdliconlocatedinthe Control Panel tolaunchthe WindowsFirewall applet.
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3. WindowsFirewall dialog boxwill appear onthescreen.
4. Switch totheGenera Tab.

5. If Firewall isturned on; make sure Don't allow exceptions check box isunchecked.

= Windows Firewall

General | Exceptions | Advanced|

“Windows Firewall iz helping to protect your PC

Windows Firewall helpz protect pour computer by preventing unauthorized users
from gaining access ba your computer through the [nkermet ar a netwark:.

@ {*) On [recommended)

Thiz zetting blocks all outzide sources from connecting to thiz
camputer, with the exception of thoze selected on the Exceptions tab.

[ |Don"t allow exceptions

Select thiz when vou connect to public network s in less secure
lozationz, such az airportz. vou will not be notified when Windows
Firewall block s programs. Selections on the Exceptions tab will be
igniored.

@ () OFf [not recommended]

Ayoid uging thiz zetting. Turming off \Windows Firewall may make thiz
computer maore vulherable to viruzes and intruders,

whhat elze should | know about \Windows Fireweall?

k. l [ Cancel
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6. Switch toExceptionstab.
7. ChecktheFile and Printer Sharing checkbox.

= Windows Firewall

General | Exceptions | Advanced

wiindaws Firewall iz bBlacking incoming netwark, connections, except for the
programs and services selected below. Adding exceptions allows some programs
tovwiork, better but rmight increasze pour security nzk.

Programs and Services:

M arme

File and Frinter Sharing
Femote Assistance
Remate Desklop
Lnsecapp

O UPAP Framewark,

| &ddPogiam.. | | AddPat. || Ed. Delete

Dizplay a notification when Windows Firewall blocks a program

‘what are the risks of allowing exceptions?

[ ak. ] [ Cancel

8. Clickthe Add Program button.
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9. AddProgramdiaog boxwill appear onthescreen.
10. Click theBrowsebutton.

11. FHle opendiaog boxwill appear onthescreen.

12. L ocatetheNetRemotingUtils.exein%SY STEM 32% and click Open button.
13. Click Change Scopebutton.

14. Change Scopedidog boxwill appear onthescreen.
15. Click the My network (subnet) only radio button.

To zpecity the set of computers faor which thiz port or program iz unblocked, click an
aphion below,

To zpecity a custom ligt, twpe a lizt of [P addreszes, subhetz, ar bath, separated by
COMMas.

() Arw computer [including thoze on the Internet]

)iy network, [subnet] onlé

() Custam list

Example: 132.168.114.201 192.168.114. 201 /255.255.255.0

OF. H Cancel ]

16. Click OK button.
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17. Click the Add Programbutton.

18. Add aProgramdiaog boxwill appear onthescreen.

19. Click theBrowsebutton.

20. Fle opendialog boxwill appear onthescreen.

21. LocatetheNetServer.exein%SY STEM 32% andclick Open button.
22. Click Change Scopebuitton.

23. Change Scopediaog boxwill appear onthescreen.

24. Click the My network (subnet) only radio button.

Change Scope [g|

To zpecity the zet of computers faor which thiz port or program iz unblocked, click an
ophion below,

To zpecity a custom ligt, type a izt of IP addreszes, subnetz, ar bath, separated by
COMMas.

() Arw computer [including thoze on the Internet]

)iy network, [subnet] onlé

() Custom list:

Example: 192.168.114.201 192.168.114. 201 /266, 265 256.0

OF. ][ Cancel ]

25. Click OK button.

26. Click OK againin Add aProgramdiaog box.
27. Click Add Port button.

28. Add aPortdialog boxwill appear onthescreen.
29. Type RPC\DCOM inthe Port Nametextbox.
30. Type 135inthe Port Number textbox.

31. Click TCPradiobutton toselectit.

Add a Port %]

|lz& thesze settings to open a port through Windows Firewall. Tao find the port
nurmber and protocal, consult the documentation for the program or service you
want to use.

e |F|F'I:'-DEEIM |

Part number; | 135 |

® ICP O upP

What are the rizks of opening a porty

o (oo
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32. Click Change Scopebutton to set the scope of this port.
33. Change Scopediaog boxwill appear onthescreen.
34. Click the My network (subnet) only radio button.

Change Scope [?|

To zpecity the set of computers far which thiz port ar pragram iz unblacked, click an
ophion below.

To zpecify 3 custom ligt, twpe a list of IP addreszes, subnetz, or baoth, separated by
COMMMaE.

() &y computer [including those on the Intemet)

() My network, [zubnet] onl

i) Custom list:

Example: 192.168.114.201 192.168.114. 201 /2656, 265 2560

[ OF. H Cancel ]

35. Click OK button.
36. Please repeat the stepsfrom 29 to 36 to addthefollowing ports aswell:
a 136
b. 139
C. 445
d. 6200
37. Click OK buttonagainin Add aPort diaog box.
38. Click the OK buttoninthe WindowsFirewall dialog box.
39. You arenow ready torunRemote Desktop onthismachine.

System Requirementsfor Remote Desktop
http://Aww.emco.is/products/remote-desktop/requirements.php
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